HIBBING COMMUNITY COLLEGE
COURSE OUTLINE

COURSE TITLE & NUMBER: Networking Fundamentals: CNT 1010
CREDITS: 3 (Lecture Hours 34/ Lab Hours 34 per Semester)

PREREQUISITES: CAPP 1518: Windows 1 and CAPP 1519: Windows 2 or instructor consent

Web browsing experience helpful for browsing online curriculum from web server and taking online web based exams. Basic mathematical operations of whole numbers, percents, binary to decimal to hexadecimal conversions, and exponential functions desired.


CATALOG DESCRIPTION:
Networking Fundamentals offers students an opportunity to learn appropriate terminology, concepts necessary to use a network, and hands-on training with various networking hand tools.

OUTLINE OF MAJOR CONTENT AREAS:
I. Networks and Layered Communication 

II. Networking Devices 

III. IP Addressing 

IV. ARP and RARP 

V. Media and Design 

VI. Topology 

VII. Structured Cabling 

VIII. Networks and Layered Communication 

IX. Network Management 

COURSE GOALS/OBJECTIVES/OUTCOMES:
The student will

1. identify and describe the functions of each of the seven layers of the OSI reference model.

2. describe data link and network addresses and identify key differences between them. 

3. define and describe the function of a MAC address. 

4. list the key internetworking functions of the OSI Network layer. 

5. identify at least three reasons why the industry uses a layered model. 

6. describe the two parts of network addressing, then identify the parts in specific protocol address examples. 

7. identify the functions of each layer of the ISO/OSI reference model. 

8. define and explain the five conversion steps of data encapsulation. 

9. describe the different classes of IP addresses (and subnetting). 

10. identify the functions of the TCP/IP network-layer protocols.

HCC COMPETENCIES MET:

STUDENT CONTRIBUTIONS:
The student is expected to attend class regularly, participate in class discussion, complete assignments, and laboratory or design projects. The student must spend sufficient time to complete assignments. 

METHODS FOR EVALUATING STUDENT LEARNING: 

The grades will be determined from online exams, in-class labs, an engineering journal, oral exams, and lab exams.

SPECIAL INFORMATION:
To request disability accommodations, please contact 

Bonnie Olson, Central Campus, (218) 262-7246.  

Students are encouraged to discuss their individual needs with the instructor.

HIBBING COMMUNITY COLLEGE
COURSE OUTLINE 

COURSE TITLE & NUMBER: Router Theory and Router Technologies: CNT 1020
CREDITS: 3 (Lecture Hours 34/ Lab Hours 34 per Semester)
PREREQUISITE: CNT 1010: Networking Fundamentals

CATALOG DESCRIPTION:
Router Theory and Router Technologies provides students an opportunity to learn concepts of network communications and to practice hands-on setup of networking devices. 

OUTLINE OF MAJOR CONTENT AREAS:
I. The OSI Model

II. LANs; Layers 1, 2 and 3

III. Layers 7, 6, 5 and 4

IV. WANs

V. Routing

VI. Using the Router

VII. Router Components

VIII. Router Startup & Setup

IX. Router Configuration

X. IOS

XI. TCP/IP

XII. IP Addressing

XIII. Routing Protocols

COURSE GOALS/OBJECTIVES/OUTCOMES:
The student will

1. examine router elements (RAM, ROM, CDP, show).

2. describe connection-oriented network service and connectionless network service, and identify their key differences.

3. define flow control and describe the three basic methods used in networking.

4. identify the functions of the TCP/IP transport-layer protocols.

5. manage configuration files from the privileged exec mode.

6. identify the functions performed by ICMP.

7. control router passwords, identification, and banner.

8. identify the main Cisco IOS software commands for router startup.

9. check an initial configuration using the setup command.

10. log in to a router in both user and privileged modes.

11. use the context-sensitive help facility.

12. use the command history and editing features.

13. list the commands to load Cisco IDS software from: flash memory, a TFTP server, or ROM.

14. prepare to backup, upgrade, and load a backup Cisco IOS software image.

15. identify the parts in specific protocol address examples.

16. list problems that each routing type encounters when dealing with topology changes, and describe techniques to reduce the number of these problems.

17. configure IP addresses.

18. verify IP addresses.

19. prepare the initial configuration of your router and enable W.

20. add the RIP routing protocol to your configuration.

21. add the IGRP routing protocol to your configuration.

22. configure standard access lists to figure IP traffic.

23. monitor and verify selected access list operations on the router.

24. configure extended access lists to filter IP traffic.

25. monitor and verify selected access list operations on the router.

HCC COMPETENCIES MET:

STUDENT CONTRIBUTIONS:
The student is expected to attend class regularly, participate in class discussion, complete assignments, and laboratory or design projects. The student must spend sufficient time to complete assignments. 

METHODS FOR EVALUATING STUDENT LEARNING: 

The grades will be determined from online exams, in-class labs, an engineering journal, oral exams, and lab exams.
SPECIAL INFORMATION:

To request disability accommodations, please contact 

Bonnie Olson, Central Campus, (218) 262-7246.  

Students are encouraged to discuss their individual needs with the instructor.
HIBBING COMMUNITY COLLEGE
COURSE OUTLINE
COURSE TITLE & NUMBER: Advanced Routing and Switching: CNT 1030
CREDITS: 3 (Lecture Hours 34/ Lab Hours 34 per Semester)
PREREQUISITES: CNT 1020: Router Theory and Router Technologies
CATALOG DESCRIPTION:
Advanced Routing and Switching provides students an opportunity to perform advanced configuration of networking devices.  Topics include LAN switching, VLANS, LAN design, IGRP, firewalls, and Novell IPX. 

OUTLINE OF MAJOR CONTENT AREAS:
I. LAN Switching

II. VLANs

III. LAN Design

IV. IGRP

V. Access List

VI. Novell IPX

COURSE GOALS/OBJECTIVES/OUTCOMES:
The student will

1. list the required IPX address and encapsulation type.

2. configure IPX access lists and SAP filters to control basic Novell traffic.

3. enable the Novell IPX protocol and configure interfaces.

4. monitor Novell IPX operation on the router.

5. describe the advantages of LAN segmentation.

6. describe LAN segmentation using bridges.

7. describe LAN segmentation using routers.

8. describe LAN segmentation using switches.

9. name and describe two switching methods.

10. describe full- and half-duplex Ethernet operation.

11. describe network congestion problem in Ethernet networks.

12. describe the benefits of network segmentation with bridges.

13. describe the benefits of network segmentation with routers.

14. describe the benefits of network segmentation with switches.

15. describe the features and benefits of Fast Ethernet.

16. describe the guidelines and distance limitations of Fast Ethernet.

17. distinguish between cut-through and store-and-forward LAN switching.

18. describe the operation of the Spanning Tree Protocol and its benefits.

19. describe the benefits of virtual LANs.

HCC COMPETENCIES MET:

STUDENT CONTRIBUTIONS:
The student is expected to attend class regularly, participate in class discussion, complete assignments, and laboratory or design projects. The student must spend sufficient time to complete assignments. 

METHODS FOR EVALUATING STUDENT LEARNING: 

The grades will be determined from online exams, in-class labs, an engineering journal, oral exams, and lab exams.

SPECIAL INFORMATION:

To request disability accommodations, please contact 

Bonnie Olson, Central Campus, (218) 262-7246.  

Students are encouraged to discuss their individual needs with the instructor.
HIBBING COMMUNITY COLLEGE
COURSE OUTLINE
COURSE TITLE & NUMBER: Advanced Networking and Management: CNT 1040
CREDITS: 3 (Lecture Hours 34/ Lab Hours 34 per Semester)
PREREQUISITES: CNT 1030: Advanced Routing and Switching

CATALOG DESCRIPTION:
Advanced Networking and Management provides students an opportunity to learn Wide Area Networking and Design, PPP, ISDN, and Frame Relay concepts.

OUTLINE OF MAJOR CONTENT AREAS:
I. Wide Area Networking

II. WAN Design

III. PPP

IV. ISDN

V. Frame Relay

COURSE GOALS/OBJECTIVES/OUTCOMES:
The student will

1. differentiate between the following WAN services: LAPB, Frame Relay, ISDN/LAPD, HDLC, PPP and DDR.

2. recognize key Frame Relay terms and features.

3. list commands to configure Frame Relay LMIs, maps, and subinterfaces.

4. list commands to monitor Frame Relay operation in the router.

5. identify PPP operations to encapsulate WAN data on Cisco routers.

6. state a relevant use and context for ISDN networking.

7. identify ISDN protocols, function groups, reference points, and channels.

8. describe Cisco's implementation of ISDN BRI.

HCC COMPETENCIES MET:

STUDENT CONTRIBUTIONS:
The student is expected to attend class regularly, participate in class discussion, complete assignments, and laboratory or design projects. The student must spend sufficient time to complete assignments.

METHODS FOR EVALUATING STUDENT LEARNING: 

The grades will be determined from online exams, in-class labs, an engineering journal, oral exams, and lab exams.

SPECIAL INFORMATION:
To request disability accommodations, please contact 

Bonnie Olson, Central Campus, (218) 262-7246.  

Students are encouraged to discuss their individual needs with the instructor.
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